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FOREWORD

(U) This document constitutes an addendum to the previously published RADC-
TR=69=-328 (Pebruary 1970) interim technical report. It was prepared by
Sylvania Electronics Systems - Western Division, P, O. Box 188, Mountain
View, California 94040 under contract F30602-69-C-0268, Project 681E0000, Mr.
S. J. Militello (COTS) was the Rome Air Development Center project engineer,

(U) This report contains classified material extracted from the Classified
document listed below:

"USAF Combat Security Police Force for Air Base Defense" AD 383124,
Secret, dated August 1967 Classification Secret, Downgrading Group 3.

(U) Distribution of this document is restricted because it describes a
surveillance concept which is inherently flexible and applicable to limited
war applications on a world-wide basis wherever and/or whenever they may
occur, Knowledge outside of DoD would impair the overall effectiveness of
the concept which may be utilized surreptitiously in "neutral” areas.

(U) This technical report has been reviewed and is approved.

SAMUEL J
Tactical Surveillance Section
Tactical Applications Branch
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(U) ABSTRACT

Initial results of tne basic WARS phase I contract are reported in the WARS
Interim Technical Report (RADC-TR-69-328, February 1970). An expansion of this
program is embodied in changes '"A" and '"B'' to the contract, the results of which
are reported herein, WARS system requirements in terms of the problem it will in
part solve have been defined. Unique characteristics exhibited by the enemy during
preparation for standoff attacks on Air Force installations have been identified. WARS
systems analysis and systems design, including surveillance and intra-wide area
communications, have been specified. A modular design approach that will be taken
in designing the WARS hardware has been developed. Added featurcs that are felt
necessary in making the WARS system adaptable to world-wide use and to the wide
variety of possible Air Force applications have been identified, These features
notably include local alarm data processing units that will reduce the data load on the
RSDCS and the complexity of the CSCPD. The applicability of WARS to the Korean
situation and how WARS could best be utilized in that situation has been outlined.
Overall conclusions and recommendations are put forth. In general, it is concluded
that the WARS concept is feasible, practical, and cost effective. In brief appended
information, the organization and duties of the WARS team are tentatively stipulated,
the susceptibilities/vulnerabilities of the WARS system are discussed, a scenario of
the build-up or development of an air base and the parallel development of BESS is
described, and a brief outline of how certain DCPG hardware could be integrated into {
the WARS system is given,
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CONFIDENTIAL

Section 1

INTRODUCTION

1.1 (U) SCOPFE

This report contains the analysis and design results of changes "A' and "B" to the

basic Wide Area Remote Surveillance (WARS) system, Contract F30602-69-C-0268,
The results of this report, when combined with those presented in the "WARS Interim !
Technical Report, "l represents the completion of phase 1 of the contract, which ’;
includes: i
|
a. FEstablishing the feasibility of the WARS concept i
b. Design of the WARS baseline system, and recommendations for a more
adaptable system
c. The design approach for the WARS baseline system hardware design,
1.2 (C) BACKGROUND
. The WARS Interim Technical Report presented the following aspects of the WARS
study:
a. A threat analysis to determine if the threat exhibits distinguishing features
' during his preparations for a standoff attack that can be sensed with an
unattended surveillance system,
b. An analysis of his approach routes leading to launch sites to determine where
surveillance hardware can best be deploved to detect the threat, These loca-
tions are called "wide areas, "
c. An analysis of the SEA environment as it would affect the threat's movement
and the deployment and operation of a surveillance syvstem,
d. The analysis and preliminary design of a surveillance system to take advantage
of the distinguishing threat features, including the deplovment ~onfiguration
of sensors and recommended sensor types, 4
e. The analysis and preliminary design of a intra-wide area communications
system necessary to relay alarm data to the remote sensor data communica-
tions system (RSDCS) for final relay of the alarm data to the air base. ]
f. A preliminary design approach for the surveillance system and communica- i
tions system hardware. i

1 .
Stanford. A. G., Friedman, H. D., and Rothschild. D. R., Wide Area Remote

Surveillance, Sylvania Electronic Systems-Western Division: February 1970, RADC-
TR-69-328. ”
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1.3 (C) CHANGES A AND B TASKS

Changes A and B to the basic contract include the following additional tasks for
phase [:

a. Ananalysis of the intra-wide area communications system to assure that alarm
data loss due to message interference (both from intra- and inter-wide area
sources) would be tolerable with respect to the type of threat information to
be extracted from the data,

b. A detailed analysis of Korea to determine the applicability of WARS to Korean
installations.

c. An initial analysis of the adaptability of the WARS system to world-wide use
and its adaptability to the variety of Air Force installations to which it may
be applied.

d. A study of the use of in-field or local data processing units to reduce the
RSDCS data load and to simplify the base central processor,

In addition, all aspects of the WARS system design were re-examined and refined.
In total, this has resulted in a system design consisting of the baseline system plus
certain features which are felt to completely satisfv the WARS requirements in terms
of flexibility, adaptability, and cost effectiveness.

1.4 (U) REPORT CONTENTS

The report is organized into eight (8) major sections and three (3) appendices,
Section 2 outlines the WARS system requirements in terms of the problem it will in
part solve: prevent stand-off attacks on U.S, air bases,

Section 3 outlines how WARS fits into the base exterior security subsystem (BESS),
of which it is a subsystem,

Section 4 contains a detailed presentation of the WARS systems analysis and sys-
tems design, including surveillance and intra-wide area communications.

Section 5 contains a detailed presentation of the design approach that will be taken
in designing the WARS hardware.

Section 6 covers the added features to the baseline system that are felt necessary
in making the WARS system adaptable to world-wide use and to the wide variety of
possible Air Force applications,

Section 7 covers the applicability of WARS to Korea. It outlines the Korean situ-
ation and demonstrates how WARS could best be utilized in that situation.

Finally, Section 8 presents the conclusions drawn from phase I of the study and
recommendations for future work on WARS.

1-2
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The first of the three appendices (Appendix A) covers certain operational charac-
teristics of WARS, including:

a. The organization and duties of the WARS team needed to deploy and maintain
the WARS system for a large installation.

b. The susceptibilities/vulnerabilities of WARS such as jamming, spoofing and
direction finding, and measures to counter these.

Appendix B briefly outlines how certain DCPG hardware could be integrated into
the WARS system; notably, air-dropped sensors and special-purpose hand-emplaced
sensors. o

Appendix C presents a sceaario of the build-up or development of a hypothetical
air base and the parallel development of its BESS. The scenario is used to demon-
strate the flexibility and adaptability of WARS to such a situation.

In summary, the WARS concept was found to ‘»e feasible and practical to implement,
deploy, and operate. The system as presented in this report is an effective means
of detecting activities associated with stand-off attacks before they occur, and can, in
addition, provide personnel detection and tracking for nearly any tactical application
where this is desirable. The system is flexible and can be used to complement any
other area surveillance systems that may be deployed.

Finally, Appendix D is the Bibliography.

1-3
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Section 2

REQUIREMENTS OF THE WIDE AREA
REMOTE SURVEILLANCE (WARS) SYSTEM

2.1 (U) BACKGROUND

In support of national objectives, the United States Air Force must maintain air
basee in Jdifferent parts of the world. Some of these air bases are subject to commando-
type raids and standoff weapons attacks. Enemy attempts to penetrate the air base
perimeter can usually be repelled by a sufficiently strong base security force. However,
the air base is particularly vulnerable to surprise mortar, rocket, or artillery attacks
launched from outside the base perimeter. The degree of vulnerability is dependent on
the ease with which enemy personnel can move through the area, on the closeness of the
area to arms supplies, on the political stance of the natives, ind on the degree of
control exercised by friendly ground forces, police, and native leaders.

protection must be provided. One solution is to augment the base security force with
an electronic system which can provide surveillance of enemy activities in the area.
This system will permit the use of a relatively small response force operating from
the intelligent use of surveillance data. The essential requirements of such a system
are outlined below.

If an air base is vulnerable to standoff weapons attacks,then some supplementary !

2.2 (U) COVERAGE ]

N 1
The system shall provide surveillance over the land surrounding the hase out to !
the maximum effective range of weapons known to be in the enemv's possession.

2.3 (U) DETECTION

The objective of the system is to detect any activity which is associated with the
enemy moving along most likely avenues-of-approach toward most likely launch sites.
Examples of such activities are as follows:

a. Movement to and from launch sites by either the site selectjon survey
team or weapon crews

b. Movement of munitions to cache sites
d. Establishment of caches
e. Positioning of weapons.
Although the movement of munitions will typically take place over trails by handcarry

or backpack, the enemy might also move munitions by means of vehicles and small
boats. Hence, detection of vehicles and boats is also essential.
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2.4 (U) DISCRIMINATION

The system must have a low false alarm rate. To accomplish this, maximum use
shall be made of any unique characteristics possessed by the threat in order to discrim-
inate the enemy firom indigeneous people or friendly forces. Examples of the
characteristics which might be used are:

a, Time of activity
3 b. Size and tormation of the group i
r' c. Load transported ?
d. Distance traveled
e. Rate of travel
f. Direction of movement
2.5 (U) DESIRED INTELLIGENCE
The format of the intelligence supplied by the remote surveillance system must
permit rapid interpretation and timely upplication to counter an impending attack. ]
As a minimum, the system shall supply inform:tion on the size, speed, location and 3
direction of travel of the detected threat, .
2.6 (,U) ADAPTABILITY
The design of the system shall offer maximum flexibility for widely varving modes
of operation. Examples of features which should be considered are: (1) utilization of
modularized equipment designs, (2) flexible interface requirements and (3) adapt- j
ability for different levels of alarm discrimination and processing. 1
2.7 (U) SERVICE CONDITIONS
The system shall be designed and constructed to withstand the various témperature, |
humidity and other service conditions which will be encountered in a world-wide i
‘deployment. The system shall also be designed to experience no degradation due to 1
{llumination by high power radars commonly located near air hases. ,
2.8 (U) OPERATING LIFE !
The overall system shall have an operating life of at least six (6) months using "
standard batteries and minimum power. 3
1

2.9 (U) CONCEALMENT 1

The system components shall be easily concealed via direct burial or appropriate
camouflage, and shall be hand deploved.

2.10 (U) SELF DESTRUCTION 1

- 1

Once the components are installed and armed, any attempt to tamper with these, or
failure of the battery, shall cause the encoder (and possible other components) to 1
self-destruct. ) |
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Section 3

THE BESS CONCEPT

3.1 (U) GENERAL

This section will briefly describe the concept, known as the Base Exterior Security
Subsystem, which is intended to fulfill the requirements stated in Section 2, Under
this concept the surveillance of the area surrounding an air base will be accomplished
by means of a three component system. The three components, or subsystems, are:
(1) Wide Area Remote Surveillance (WARS), (2) Remote Sensor Data Communications
(RSDC), and (3) Central Security Control Processor and Displav (CSCPD). The
function of each of these subsvstems is described below.

3.2 (C) WARS

The Wide Area Remote Surveillance (WARS) Subsvstem will consist of a multitude
of detection devices emplaced in groups, or arrays, alcng likely avenues-of-approach
and in the vicinity of likely launch sites. The WARS subsvstem is to provide surveil-
lance over an annulus-shaped are:x extending from about 8§ km to about 24 km from the
center of the base,

The function of the detection devices, called Sensor/Transmitter (S/T) units, is to
emit alarms when an intruder enters the covered area.  The alarms emitted by the
S/T units are picked up by relavs, called Receiver/Rclay (R/R) units, and retransmitted
to an alarm collection station, called a Receiver/Interface (R/1) unit. The region
covered by all S/T units reporting (by relayv) to a single R/I unit is called 5 Wide Area.
Hence, the concept Wide Area Surveillance.

3.3 (C) RSDC

The purpose of the RSDC subsystem is to relay the alarm information from the
Wide Areas to the air base. The maximum transmission range will be 24 km., The
RSDC will be composed of three major components: these are: (1) Long Range
Transmitter (LRT), (2) Repeater, and (3) Base Station. Each LRT will be connected to
one R/T unit: therefore, there will be as many LRT's as there are Wide Areas. Repeaters
will be used only as required: each repeater will be capable of handling more than one
LRT. The function of the Base Station is to receive all alarm transmissions and
prepare them for input to the CSCPD subsystem. If the LRT's are to be controlled by
a command link from the base, the necessaryv-command and control rjuipment will
also be made a part of the Base Station.

3.4 (C) CSCPD

This CSCPD subsystem will be located on the air hase and will serve as the alarm
processing and display facility. Its function will be to process the individual alarms
through space-time correlations, to report intrusions and tov derive confidence levels
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3.4 (C) (Continued)

on their validity; and to estimate the number, speed, direction and possible mission of
the intruding force. In addition to processing and displaying the alarms which originate
in the Wide Areas, the CSCPD will also accept and process reports from sensors

emplaced along the base perimeter, from human observers (both ground and air) and
from airtnrne sensing devices.
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Section IV

WARS SYSTEM DESIGN

4.1 (U) GENERAL . i

P

This chapter contains the results of a study which was performed to define the 1
system design of the Wide Area Remote Surveillance system. The material is organized
into two major discussions: one dealing with the detection aspects, the other devoted to
the alarm transmission aspects.

4,2 (C) DETECTION ANALYSIS

4.2.1 (C) Dual Detector Arrangement

In order to make the S/T unit easily adaptable to operation under widely varying
applications, the unit will be designed to accommodate two separate detector assemblies.
One of these will be called the primary detector and the other will be called the auxiliary
detector. The S/T unit will be capable of operation with the primary detector alone, or
with both detectors. A provision will be incorporated to permit either of the two
detectors to control the S/T transmitter. The primary detector will also be able to
function as a turn-on device for the auxiliary detector. This type of arrangement will
reduce the "on-air'’ time of such active sensors as IR, radar, or EMID. Another
application of the auxiliary detector will be to provide special information about the
threat; for example, if ferrous metal is part of the load. I this mode of operation,
the primary detector will control the S/T transmitter but the output from (ke auxiliary
detector will be used to change the code structure of the transmitted alarm message.

A description of sensors which might serve as the auxiliary detector is provided in
Section 6.2 while the proposed primary detector is described below.

4,2.2 (C) The Primary Detector

4.2.2.1 (U) The Sensor

Before a decision was reached on what sensor to use in the primary detector, all
the advantages and disadvantages of a number of different types of sensors were care- 4
fully evaluated. In the end, it was decided that the seismic sensor is the best candidate.
The reasons for arriving at this decision are listed below:

a. Detection Performance

Extensive data base exists for most environments, except arctic. The
detection range is judged to be adequate for the WARS application.

b. False Alarm Rejection

Extensive work has been done in the processing of seismic signals. Low false
alarm rates are achievable with currently existing discrimination techniques.

el e v
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4,2,2,1 (C) (Continued)

c. Cost
Seismic sensors are one of the least expensive sensors.
d. Deployment

Seismic sensors fit into compact packages which can easily be carried and
: deployed. No critical field alignment procedures are required since the
1 detection pattern is circular.

i

e. Life

No difficulty is anticipated to operate the sensor for 6 months to 1 year.
Power requirements are small and the sensor is relatively insensitive to
changes in its environs, such as normal growth of plants, etc.

f. Concealment

Since a seismic sensor requires burial,its concealment is easily
accomplished.

The theory of operation of a seismic sensor is well known. Therefore, it will
suffice to state that a geophone detects intruders by detecting the vibrations set-up in
the earth by their footsteps. Walking men and moving vehicles, along with a number
of other sources such as aircraft, munitions, and rain, impart energy to the earth and
this energy sets up seismic waves. The geophone transduces the vibrations caused by
the seismic waves into an electrical signal, which is then amplified to a level suitable
for the discriminator to operate on.

4,2,2.2 (C) The Discriminator

4.2.2,.2.1 (C) Theory of Operation

E’ The discriminator recommended for the primary detector is known as the VFD.

E A generalized block diagram of this type of processor is shown in Figure 4-1. The
discriminator design has been evolved by Sylvania after an extensive study of seismic
signals over the past several years, Statistical methods (pattern recognition tech-
niques) were used to determine the signal parameters which aid most in separating
valid targets from false alarm sources with least errors,

The VFD's discrimination capability is based on several derived seismic signature
characteristics. These are the characteristics that have been found to be the most
significant for determining the presence of personnel and vehicles and for suppressing
false alarms. The signal from the geophone is amplified in a high-gain amplifier with
an AGC. After amplification, the signal is passed through circuits which derive the
desired characteristics of the signal. The measured characteristics of the signal are
combined in the combining network which forms a function of the measured character-
istics most effective in discriminating between intruders and sources of false alarm,
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Figure 4-1 (U). Variance Frequency Discriminator Block Diagram (U)

4.2.2.2.1 (C) (Continued)

The result of the combination of the voltages from the measurement characteristic
circuits is a voltage which can be applied to a threshold, When the voltage

is over the threshold an alarm signal is generated. Alternatively, the output of
the threshold can be applied to a counter which sets the number of counts needed
in a fixed interval of time to give an alarm, In this fashion, information over a
longer period of time can be accumulated before an alarm is given,

Figures 4-2 and 4-3 show samples of the raw seismic signals of personnel,
vehicles, and two false-ularm sources. The signatures in Figure 4-2
represent the output of a seismic transducer when one man is passing the sensor,
when a number of men are passing the sensor, and when it is raining in the vic-
inity of the sensor., It is clear that a simple energy detector or threshold cross-
ing detector cannot be used to discriminate against the signal from the rain, since
it has nearly the same amplitude as the signals from the intruders. Similarly, the
sources of alarm represented in Figure 4-3, two helicopter signatures, a propeller
aircraft, and rain cannot be discriminated on the basis of amplitude. The VFD is
able to discriminate between the intruders and these sources of false alarms. i

4.2,2,2,2 (C) Performance Data

A series of tests have been conducted with the laboratory test setup shown in
Figure 4-4 to compare the performance of the VFD against three other discriminators
now in use or under development. The United Aircraft discriminator (UAD) is in use
in ADSID, the spectral discriminator (SD) is under development at Sylvania, and the
= FADSID discriminator is in use in Sylvania-built air-deliverable sensors. The effec-
tive thresholds of the discriminators were adjusted to obtain approximately equal
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Figure 4-2 (U). Samples of Seismic Signature (U)
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Figure 4-4 (U). Discriminator Test Setup (U)

4.2.2.2,2 (C) (Continued)

detection of one man walking. The resulting gains and thresholds are listed in

; Table 4-1. Recorded signals from 4 sites were used: Panama, Thailand, Big Basin
. State Park, California, and Hollister, California. These signals are representative ’H
; of sites with a wide diversity of geophysical characteristics. Expanded chart 5
' recordings of one man walking at each of these sites are shown in Figure 4-5. The

b signal characteristics vary somewhat between sites. For example, a long duration, 1
1 : high amplitude burst is characteristic of Big Basin Park, which has soft, moist soil.

Hollister, which has very hard soil, exhibits a shorter duration and slightly higher

frequency signal.
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] Table 4-1 (C). Gain and Threshold Levels (U)
. REC CH SIGNAL GAIN THRESHOLD
1
“ 1 INPUT 85 db 0.25V
2 UAD Alarm 85 db 1 ¥ .
i 3 SD Alarm 96 db, 1V :
4 FADSID Alarm l 96 db | IRY 1
5 VFD Threshold 96 db 1V 1
1 6 VFD Alarm 96 db 1V
Note: Since the UAD threshold is approximately 12 db lower than the other ‘
processors, the equivalent sensitivity is approximately the same, 1
- (CONFIDENTIAL) "
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Figure 4-5 (U). Chart Recording of Man Walking-Four Sites (U) ’
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4,2.2.2.2 (C) (Continued)

Figures 4-6 through 4-12 are photo reproductions of the discriminator alarm
responses. The maximum alarm rates of the different discriminators are as follows:

UAD - 1 alarm/sec.

: 5 = Alarm rate is the maximum rate at which

o L Ll the particular processor may alarm, regard-
FADSID - 1 alarm/ 10 sec. less of intrusion size or duration, i.e,, VFD
VFD - 1alarm 3 sec may alarm only once every three seconds.

Figure 1-6 displays the responses to one man, 6 men, a single 6 x G truck at
10 mph, and rain from the Panama tape., Examination of the one man signal shows
that detection is similar for all discriminators with the UAD exhibiting the lowest
number of alarms. This adjustment was deliberately made to allow the best possible
false alarm rejection by the threshold tvpe unit. The other three discriminators
provide at least equal or better detection of the 6 men and the vehicle. Note that the
SD and VFD completely reject the rain while both the UAD and the FADSID do not.,
The FADSID and VFD completely reject the helicopter signals. The VFD, in fact,
rejects all false alarm signals in this sequence except the propeller-driven aircraft,
while the UAD responds to all of them. (The VFD alarm which occurs at the leading
edge of the rain signal is due to the unnaturally fast rise of the signal. The rain signal
is only part of a much longer duration rain recording which was re-recorded from a
master tape.)

Figure 4-8 shows the same signals as Figure 1-6, but with 3-dB greater attenua- : E
tion. Detection range of the men and vehicle decreased somewhat for all diseriminators,
but the UAD continued to alarm continuously throughout the rain «ignal. Detection
performance of all processors increased for the man and vehicle signals when the tape
was run at 3-db less attenuation. The response to the false alarm signals showed no
change, which verifies that falsec alarm rejection is not criticallv dependent on signal
amplitude. A study of Figures 4-7 through 4-12 clearly shows that all four discrim-
inators have approximately equal detection performance on most of the man and
vehicle signatures. The SD and VFD show slightly hetter detection of some rignals,
such as one man at 100-foot range in Hollister. The VFD excels in rejection of all
false alarms except propeller tvpe aircraft. although the SD performance is quite 1

p—

close. As expected, the simple threshold tvpe processor detects virtually any signal
with sufficient amplitude to exceed threshold.

Since the preceding test was conducted, additional circuit optimization of the VFD |
has resulted in the elimination of the response to the propeller driven (P2V) aircraft
while retaining the same response to the intrusion signals. T

The VFD has also been compared to the PID, the Minisid, and the Helosid in
laboratory tests conducted at MERDC at Ft. Belvoir. The results were quite similar. 1
The VFD and PID were field tested at Camp A.P. Hill near Ft. Belvoir and at an Army :
airfield on Ft. Belvoir. Intrusion tests at Camp A. P. Hill consisted of one man, 5 men
and a vehicle. The walking rates were 1.3 and 2 steps per second or about 3.6 and
5.5 feet per second. The vehicle speeds were 20 and 30 mph. The detection range of
the VFD averaged about 100 feet to 150 feet for the man or men with a maximum range
of 200 feet, and about 600 to 800 feet for the vehicle. These ranges were equal to or
greater than the range of the PID operated in gain 4.
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PROCESSOR ALARM RESPONSES
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PROCESSOR ALARM RESPONSFS
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Figure 4-7 (C). Discriminator Alarm Responses (U)
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PROCESSOR ALARM RESPONSES
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PROCESSOR ALARM RESPONSES
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PROCESSOR ALARM RESPONSES

=
E

FADSID

|

VFD
COMPARATOR

[} R B EE]

4
i
[}
ol

e B ]

Sgal - - USRS SN

Figure 4-10 (C). Discriminator Alarm Responses (5) (U)

4-13

CONFIDENTIAL

.....

(CONFIDENTIAL)

P




™ i
»
PROCESSOR ALARM RESPONSES
50 FADSID VFD VFD
ALARM .. ALARM . COMPARATOR .. ALARM
' ‘ Ve A DU
- - - g + + +
1 b - 1 IEEREEE R 7‘; PUSED
] b - . N i‘.-.p-.« —t—e—dt -t -t o
b - 3 [ B bt - ot o
t - r e PEREE TR bt 4t e 4t
1 b a0 e —*44«0—1—1—0v¢4
o PN B g IRt
-4 i N P
1 [P PP B I
il . 'vi"] SNPEEE BRI
1 (R . . e .,....,.4,4.{
hi | PREES oo < ey <<<~1
o4 i LN P R
’ 1 - IR CEERR AR B |
b <'4J| .,444..‘4<{
* + . PRI BRI
i cod PRPEE R
v o PERENIPY
I . PRI IR
'___,‘_ P e e
| 4 daee e e —— {
— ! AR
! —— | | |
{ 5 |
A| i f |
.
! i ‘
1 | ' | I i
0 I
i
5 ! 3
| |
! 3

=

it

i | e
| | e -
' RAIN ) | ;
_- THAI LAND a0 i
3 $ I ;v
i " ,:

(CONPIDENTIAL)
Figure 4-11 (C). Discriminator Alarm Responses (6) (U)

4-14

CONFIDENTIAL




Mielagitecus sy amdisder e L s e N —

Dt Bt ol oo

CONFIDENTIAL

PROCESSOR ALARM RESPONSES

SIGNAL
INPUT

UAD . ..

SO

- FADSID . .

VFD

CAARM

- ALARM -

. COMPARA

TOR

-A

i S

e = e g

e e T S

.....

T
Mj B
| —
L

| MAN
THAI LAND

Figure 4-12 (C). Discriminator Alarm Responses (U)

(CONFIDENTIAL)
4,2.2,.2.2 (O) (_Continued)

The VFD proved its superior performance in false alarm rejection at an airstrip
on Ft. Belvoir. The PID and the VFD were sect up about 200 feet to one side of and
near the end of the runaway. Normal traffic, which was quite heavy, consisting of
helicopters (both single and two r. or types) and propellor driven aircraft of various
types up to Aero Commander size were monitored for about 1-1/2 hours. A single
rotor helicopter then made overflights ranging in altitude from 100 feet to about 1500
feet at both stow and fast rates, It also landed, hovered and lifted off within 100 feet
of the sensors. The VFD prodiced no alarms in response to the helicopters or other
aircraft. The noise level at this site was rather high even when no aircraft were
nearby and thus the PID was in constant ~'arm when operated in Gain 4. When operated
in Gain 3 it was quiet except when helicopters were within about 1/2 mile or when some
of the larger aircraft were taking off or landing.

A detection range of about 70 feet was obtained from both sensors when no aircraft
were in the immedate area. When a helicopter was nearby and the PID was thus in
constant alarm, a detection range for one man of up to 35 feet was ohtained with the
VFD. The VFD is thus usable even in the rather high ambient noise environment
encountered near an airstrip.
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4,.2,2,2.3 (C) Alarm Qualification Logic

The VFD will be designed so that the input signal persists for a period of at least
4 seconds before an alarm is generated. This approach will assure that:

a. False alarm signals of short duration will be rejected even if they otherwise
have the frequency and amplitude characteristics which would classify them
as targets. Typical false alarm signals of this type are thunder and artillery
or munitions explosions.

b. An alarm represents several footsteps or meters of vehicle travel. This, in
effect, amounts to increasing the information carried by each alarm.

c. Alarms will be transmitted from a given sensor at a maximum rate of one
every 4 seconds. This prevents the transmission of redundant information,
yet assures the emission of enough alarms to permit recognition of an
intrusion,

4.2.2.3 (C) Design Objectives

The primary detector will be designed to meet the following operational objectives.

4:2.2.3.1 (C,) Detection l(pj;i_c

Two range settings will be provided: (1) Trail, and (2) Fence. In the Trail mode,
the nominal distance away from the detector at which a single man (average weight)
walking at a normal pace is detected will be approximately 10 meters while that in the
Fence mode will be approximately 30 meters. It is recognized that these detection
ranges will vary somewhat for different soil conditions.

4.2.2.3.2 (C) Detection Pattern

The detection pattern will be approximately circular.

4,2.2.3.3 (C) False Alarm Rate

The false alarm rate will be approximately Poisson distributed with a mean rate not
to exceed 1 alarm in 40 seconds.

4,2.2,3.4 (C) Reporting Rate

Maximum reporting rate will be 1 alarm per 4 seconds. This will be controlled
by the logic circuit of the VFD.

4.2.3 (C) Emplacement of Components

4,2.3.1 (C) Trail Array

The configuration recommended for surveillance of likely avenues of approach is
depicted in Figure 4-13. The array will consist of five seismic sensors, each with an
effective detection radius of approximately 10 meters. The sensors are to be deployed
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Figure 4-13 (C). Surveillance of a Typical Trail (U)

4.2.3.1 (C) (Continued)

linearly along the trail at 50-meter intervals, and no more than about 4 meters from
the centerline of the trail. The reasons for choosing this configuration are as follows:

a,

b‘

LU PRI TRMDA L) T W TR RITIF PP S SRt T g AP Umpet P o8 abiaieh oot b Bk

At least two sensors, deployed along a trail, are required to determine an
intruder’'s direction and speed.

As shown later in this section, the speed estimate increases in confidence
from approximately the 70 percent to the 90 percent level if the estimate is
based on alarm data from three rather than two sensors. A fairly accurate
estimate of speed is desired to predict intruder whereabouts between arrays.
Since estimation of intruder number is also a function of velocity, a good
estimate of speed is essential to obtain the best estimate of the intruder count.

Certain false alarm events, such as animal movements, can be more easily
recognized {f the alarms are received from multiple sensors spaced known

distances apart.

[l
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4.2,3.1 (C) (Continued)

d. The sensor must operate unattended over extended periods of time. Therefore,
the addition of the extra two sensors to the three required to extract the desjred
intruder information will permit the loss of two sensors before the performance
of the array will be significantly degraded. In fact, three of the five sensors can
be lost and the array will still supply data to produce fair estimates of the intru-
der characteristics.

e. Addition of 4th or 5th sensor only adds redundancy and is a strajght sensor cost
vs. increased reliability consideration,

Fach sensor will be uniquely identified lor intruder direction and speed to be deter-
mined, The number of sensors per array may be expanded up to eight if attrition rates
in the field indicate that such is warranted. The number to be emplaced may also be re-
duced to as few as three provided that the sensors exhibit an 2xceptionally low attrition
rate.

The decision to set the sensor detection radius at 10 meters and to pliace them off
the trail centerline by a distance ot 4 meters or less is a4 compromise between:

a. Holding the sensor detection zone to 4 mimmum so that a better resolution of the
intruder count can be obtained, 1.¢., the smaller the zone, the better the estimate
of count,

b.  Having a lurge enough detection zone so that the alarm sequence produced by an
intruder will clearly indicate his presence. This sequence must consist of
three or more consccutive alarms.  Therefore, a detection zone of 16 meters
or greater is required to assure 3 or more alarms for the expected intruder
velocities and the recommended alarm reporting rate.  As shown later in
Section ¢, 2.4, this allows the intruder count to be estimated within £30 percent,

The

)

spacing of 50 meters between sensors was chosen for the following reasons:

a. At this spacing, an average of only 2 to 3 sensors will be simultaneously report-
ing alarm activity when the array is intruder by large threat groups. Thus,
alarm messages converging on an R, R from the sensor array will be kept with-
in tolerance relative to message interference levels.

b. Sensor-to-R, R range will not exceed 200 meters.

c. The sensors are spaced widely enough apart to permit averaging out any short-
term variations in intruder speed.

d. The sensors are spaced close enough together so that installation of the array
can be completed in a reasonable amount of time. For example, if one assumed
that the deployment team moved from one sensor position to another at a rate
of 1to 2 meters/second, it would take less than a minute to get from one sen-
sor to another.

4.2.3.2: (C) Fence Array

The sensor array configuration proposed for launch area surveillance is shown in
Figure 4-1L4. The array has been configured to act as a sensor fence. Placed along
the perimeter of a suspected launch area, it will detect anybody moving into the area,
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Figure 4-14 (C). Fence Arrav with Theoretical
Deplovment Dimensjons  (U)

4.2.3.2 (C) (Continued)

The maximum extent of the arrayv, or fence section, has been set at about 400
meters. This length is based on the maximum effective sensor transmitter range,
which is 200 meters through heavy jungle. FEach section is made up of 8 seismic
sensors, each having an effective detection range of 30 meters. The R/R is placed
near the center of the arrayv, so that the two end S/T units must not transmit more
than about 200 meters.

The range of 30 meters is considered to be the maximum reliable detection range
for a seismic sensor when a low false alarm rate is essential.

It should also be noted that the sensors within the array overlap each other by
2 to 3 meters. This overlap is necessary to keep the array from having dead zones
between adjacent sensors. The sensor detection sensitivity is expected to vary some-
what as a function of the soil conditions. The overlap is intended to compensate for
this uncertainty.
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4.2.3.2 (C) (Continued)

Another reason for the overlap is that the fence sensors must provide an alarm
pattern which clearly indicates threat activity in the presence of random false alarms.
Figure 4-15 shows a plot of the number of alarms which will be emitted by a 30 meter
S/T unit as a function of the distance from the sensor an intruder passes through the
sensed fleld. Intruder's velocity has been assumed to be 1 meter per second. It can
be seen from the plot that when adjacent sensor fields are overlapped by 2 meters, all
intrusions will cause at least 6 alarms. In fact, the number of alarms will be 10 or
greater with a probability of 0.85. An alarm sequence of this length will be clearly
recognizable in the presence of false alarms. The alarm numbers just cited are for a
single man passing through the fence array. Considerably larger numbers can be
expected when a launch party consisting of several men moves into the launch area.
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Figure 4-15 (C). Number of Alarms as a Function
of Intruder's Path (U)

It is quite conceivable that a fence array could be deploved in an area where RF
propagation losses are not great and false alarm rates are very low. In such a case,
the length of the array may be extended beyond the 400 meters by using more than
8 sensors”, or by separating the sensors so that improbable crossing zones are not
covered. Examples of such applications are depicted in Figures 4-16 and 4-17.

. Since only 8 sensors can be uniquely identified, expanding the array to more than 8
sensors will require assigning the same ID code for two adjacent sensors, thus
decreasing the location resolution by a factor of two,
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Figure 1-16 (U). Deployment of Fence Arrayvs for
L aunch Area Surveillance (1)

4, 2.4 (C) .~\l_r_|_rn_1 Patterns

4.2.4.1 (C) Computer Simulation

A computer program has been developed to synthesize the alarm patterns which
will result when a group of intruders pass through the proposed sensor arrays. The
program was designed to permit adequate flexibility in choosing both the intruder
group characteristics and the array characteristics. The following parameters were
varied:

a, Number of sensors

b. Sensor detection radius

c. Distance from sensor to trail
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Figure 4-17 (U).

SUSPECTED

Extended Fence Array Deplovment Configurations (U)

4.2.4.1 (C) (Continued)

d'

e.

Spacing between sensors

Sensor maximum reporting rate

Number of i{ntruders

Minimum spacing between intruders

Spacing between intruders

Speed of intruders

Average false alarm rate.
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4.2.4.1 (C) (Continued;

When these parameters were inserted into the progrum, the actual spacings between
intruders and the actual times at which false alarms occur were determined from
appropnate probability distributions. The minimum of 2 meters and a most likely
spacing of 4.5 meters between intruders were used to define a Rayleigh distribution of
the probability of spacings. This is shown in Figure 4-18. The spacings between
intruders in a group were then chosen according to this distribution,

- Wi
5 Lnt TS B TR
-
ol ¥ | L FOK & = ¢
] |
£ ust
- |
T oy
g Ly
.

fig

t < INTRUDER SPACING - meters

(CONHDINTIAL)

Figure 4-18 (C). Probability Density Function used to Select
Intruder Spacing at Random ()

The decision as to whether or not a false alarm occurred within a time interval T
was based on the following procedure. A Bernoulli random variable X was defined
with the following valu~s and interpretations:

PROBABILITY
VALUE OF OCCURRENCE | INTERPRETATION
4 —
Xl p A false alarm occurred in the interval T.
X, 1-p l No false alarm occurred in the interval T,

This random variable can be modeled by a biased coin where the event "heads' occurs
with probability p, and tails’” with probability 1-p. At each interval T, and for each
sensor in the array, the biased coin would then be flipped to determine if a false alarm
occurred. In the computer simulation, the computer was programmed to insert the
false alarms in accordance with a random marker table with the appropriate rate of
occurrence.
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4.2.4.1 (C) (Continued)

The computer readouts show the sensors from left to right across the page in the
same order as they are placed along the trail. On the left hand side of the page, time
i{s shown in 4-second increments. Two alarm patterns are displayed. The first is the
pattern in which the cause of each alarm is identified by a different symbol. Thus "O"
means that no alarm (False or True) occurred during the interval, A '"1" identifies an
alarm caused by an intruder while a ''2" identifies a false alarm. A "3" means that a
false alarm also occurred in the 4-second interval when an alarm was caused by the
intruder(s). The second is the alarm pattern that would be received at the CSC. In
this case, the c~use of individual alarms will not be known and, therefore, all alarms
are shownby a ' 1",

4.2.4.2 (C) Results of Computer Simulation

The computer model was used to produce a number of alarm patterns to study the
following:

(1) Effect of intruder spacing on alarm sequences

(2) The influence of false alarm rate on the true alarm pattern

(3) Sensor detection radius requirement

(4) The effect of sensor spacing on the number of S/T units active at any one time.

Several important observations were made from these alarm patterns, These are
discussed below:

Observation #1: A fixed number of men traveling at a fixed speed will produce
a widely varying alarm pattern depending on the spacing
between the men in the column.

This is demonstrated in Figure 4-19. Part A shows the alarm
pattern produced by two men spaced 4 meters apart. The men
produced 9 alarms as they passed Sensor No. 1. In Part B, the

' spacing was increased to 10 meters. This resulted in producing
12 alarms as the two men passed Sensor No, 1. Part C showed
that when the spacing is changed to 17 meters the number of
alarms go up to 15.

Observation #2: A 10:1 or better ratio of true-alarm-rate to false-alarm rate is
needed to assure that data will not be obscured by randomly
occurring false alarms.

This is illustrated in Figure 4-20. Part A shows the alarm
pattern produced by one man against an average background
false alarm rate of one in 40 seconds. Sensor maximum alarm
rate was one in 4 seconds, thus giving a true-to-falee alarm rate
ratio of 10:1. Note that the alarm pattern produced by the
intruder stands out clearly against the background.
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Figure 4-19A (C). Influence of Spacing between Men on Alarm Patterns (U)
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Figure 4-19B (C). Influence of Spacing between Men on Alarm Patterns (U)
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s Figure 4-19C (C). Influence of Spacing between Men on Alarm Patterns (U)
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E‘ 4.2.4.2 (C) (Continued)

Observation #2:
(Cont)

Observation #3:

i Observation #4;

Part B shows the alarm pattern produced by one man against a
background false alarm rate of one in 20 seconds. The true-to-
false alarm rate ratio here is 5:1. False alarms frequently
appear in consecutive or near-consecutive reporting intervals
and could be misleading. A sufficient number of false alarms
appear at the beginning and end of valid alarm sequences and
might cause errors in speed and group size estimates.

Part C shows a one-man alarm pattern against a background
false alarm rate of one in 10 seconds. The true-to-false alarm
rate ratio under this condition is 5:2, Distinguishing the alarm
pattern here is extremely difficult, if not impossible, and many
false targets would doubtlessly be reported.

At least three alarms per sensor are needed to assure recogni-
tion of an intrusion in the presence of a true-to-false alarm
ratio of 10:1,

This is tllustrated in Figure 4-20A. With this true- to false-
alarm ratio, false alarms appear frequently in clusters of two,
If sensors are designed and emplaced to give a minimum of
three consecutive alarms for a single intruder, this pattern
should be casily recogmizable by the CSC,

A 10 meter detection radius satisfies the requirement of at least
three alarms for a single intruder traveling at rates of from
.om/decto 1.5 m sec. A S-meter detection radius does not.
(Both sensors are placed at a distance of 1/3 their detection
radius from the trail.)

Part A of Figure 4-21 shows the alarms produced by a single
man passing a 10 meter radius sensor while Part B of the same
figure shows the alarms produced by a single man passing a
5-meter radius sensor, Speed in both cases is 1.5m/sec which
represents the worst case since for all slower speedr there will
be more alarms than shown here.
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Figure 4-20 A (C). Influence of False Alarm Rate on Alarm Patterns (U)
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Figure 4-20B (C). Influence of False Alarm Rate on Alarm Patterns (U)
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Figure 4-20C (C). Influence of False %larm Rate on Alarm Patterns (U)
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Figure 4-21 (C). Alarm Patterns from Sensors with 5 Meter
and 10 Meter Detection Ranges (U)
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4.2.4.2 (C) (Continued)

Observation #5: It is unlikely that a group of intruders will cause more than
three sensors in a trail array to alarm in a given reporting
interval.

This is illustrated in Figure 4-22. For sensors with Ry = 10m,
50 m between sensors and a 20 man intrusion group wit

4.5 meters as the most probable spacing (spacing no closer than
2 meters), the observed alarm sequence is summarized below:

Number of Sensors Percent of Total
in :\larm State Alarm Time
1 31
3 49
3 19
4 0
5 0

It 1% felt that infiltration in groups larger than 20 men will be
scen only rarely sinee large groups usually fragment to
minimize possibility of detection,

4.2.5 (C) Extraction of Intelligence About the Threat

4.2.5.1 (C) General

Sectinn 2.5 Usted the tvpe of intelligence information which the remete surveillance
system should supply in order to provide the air base with an carly warning of an
impending attack. This section discusses how such intelligence can be extracted from
the alarm patterns emitted by the £ T unit and what are some of the accuracy
limitations,

Since the trail arravs are the ones intended to provide the earlv warning of enemy
movements, only the trail arrave will be used in the following dircussion. However,
the information vield from the fence arravs mav be derived in a sximilar manner.

1.2.5.2 ¢C) Direction of Travel

For a threat group moving down a trail and entering the array, the CSC will
normally be able to derive direction of travel as soon as a target is detected. Detection
is to be expected at one or the other of the sensors at the extremes of the array, As
the enemy approaches other sensors in the array, the alarm sequence will verify
initial estimates as to the presence and direction of travel.

4.2.5.3 (C) Speed

Average speed may be initially determined from the distance between the first two
sensors to register an alarm and the time between their alarm sequences. Speed mavy
be redetermined as other sensors and, eventually, other arravs detect the threat.
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SENSOR RADIUS(IN RETERS) = 10
INTRUDER VELOCITY (N/S) » 6
AVERMAGE FALSE ALANN NATEC(IN ALAMNS/SEC)s 2.58-0F

RELATIVE SPACING OF NN

~8.8151834
=4.0993109
*5.3093146
~5.3709677
~3.7468118
=5.0679708
“4.806008
*35.7077309%
*3.0490837
=5:.7703161
-3.4819%%76
~3.897¢
~4.0818%34
~8.988381
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~4.9644801
~8.6%56748%
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Figure 4-22 (C). Alarm Pattern for Twenty-man
Intrusion Group (U) (Sheet 1 of 2)
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4.2.5.3 (C) (Continued)

Figure 4-23 shows both a plan view of two trail-array sensors and the alarm
sequence produced by a threat group moving past those sensors. To calculate the
speed V, at which the threat group moved past the sensors, consider the following

equation relating speed to the time between alarm sequences, and the distances as
defined in Figure 4-23.

3 $
- d° " - 2 _ 32 (2)
R dl D RD2 d2

It is apparent that, if the two sensors have the same detection radii and are placed at
the same distance from the trail, the above equation reduces to

_ Db . ‘' _
\% T bee., D =D. (3)

It is expected that, generally, sensors will be sufficiently alike in characteristics to
permit using this simplified relationship, i.e., small variations in detection radii and
distance from trail centerline can be neglected. E

Assuming that the arrival times of the alarms are noted accurately at the CSC,
good speed estimates are possible if the distance between sensors is known. It should
be noted that a given percentage error in the distance measurement assumed will give
rise to an equivalent percentage error in the speed estimate,

4.2.5.4 (C) Approximate Count

The number of alarms which the threat group produces as it passes a sensor may
be used to estimate the number of men (count) in the group. To examine the validity of
a count obtained in this fashion, one must consider the factors which may influence the
number of alarms produced by a given number of men.

a. Distance of sensor from the trail - Provided the distance from sensor to
trail does not exceed 30 to 40 percent of the sensor's detection radius, a
change in sensor-to-trail distance has a negligible effect upon the alarm count,

b. Speed at which the group is moving — The alarm count is related to the
intruder speed as follows:

Length of Column + RD
No. of A =
o. of Alarms (Speed) (Reporting Interval) @

Speed may be expected to vary from about . 5 meters/second to about
1. 5 meters/second causing a 3:1 variation in the number of alarms.

Fortunately, since speed will be obtained separately, corrections can be
made to account for such a variation,
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Figure 4-23b (C). Alarm Sequence from Threat Group (U)
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4.2.5.4 (C) (Continued)

c. Spacing between men in the threat group — The alarm count can be changed
considerably by varying the spacing between the men in the threat group.
This is demonstrated in Figure 4-20. In practice, however, it is not expected
that the spacing between men would vary as widely as those chosen for the
illustration. Thus the danger of sustaining casualties from an ambush or
mines tends to keep the men fPom moving in close formation while control
problems on the other hand, tend to preclude extreme spreading. It is,
therefore, expected that by choosing an average spacing of 5 meters between
men and converting the alarm count to a count of personnel on this basis will
generally give an estimate correct to within 30 percent of the actual count.

The final relationship needed to estimate intruder count is:

Estimated Column Length

—— Estimated Average Spacing Between Men - 5 Meters
(NA) (V) (RL - 2R
)
— = = 2 (5)
[y
where
NA Total Alarm Count for One Sensor
Vv Estimated Intruder Speed
RI Sensor Reporting Interval (Assumed to be 4 Seconds)

4.2.6 (C) Shape of the Wide Area

As described in Section 3.2, the 8§ T units will report their alarms either directly
or via an R/R to the R, [ unit. The latter for economical and logistics reasons should
be located so that it can collect alarms from as many arravs as practical. This leads
to the question of the geometrical shape of the Wide Area,

Initially the Wide Area was thought of as a rectangular area of 273,000 square
meters with the long side no longer than four times its short side. A Wide Area which
conforms to these dimensions and which contains three arrays is shown in Figure 4-24,
If the shown trail junction is the onlyv place within the maximum reception range of the
R/1 where sensors are to be emplaced, then the rectangular shape for the Wide Area
is as good as any. However, situations will frequently be encountered where there are
other trail junctions within the maximum reception range of the R/I. An illustration of
such a situation is shown in Figure 4-25. An examination of this figure leads to the
conclusion that in order for all these arravs to be able to report to the same R/I the
required shape for the Wide Area shall be circular, Since the maximum reception
range in the rectangular area was about 1000 meters, it appears that the radius of the
circle shall therefore also be about 1000 meters.
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Circular Wide Area Configuration Uv)

Figure 4-25 (U).
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4.2.6 (C) (Continued)

To demonstrate that the circular area concept is superior to the rectangular, an
exercise was conducted in which surveillance was to be obtained over an extensive
trail network. The following criteria was applied:

a. -Surveillance was to be established on all approach routes so that the intruders
could be traced as they moved toward the air base,

b. The arrays were to be emplaced so that at least once every hour intruders
would pass through an array (assume an average velocity of 0,6 to
1 meter/sec).

¢. R/l units were to be placed on high ground, whenever possible, in an effort
to minimize propagation losses.

Figure 1-26 shows the resulting distribution of the Wide Areas using the rectangular
shape while Figure $-27 shows the same when the circular shape is used. Comparison
of the two results prove the following:

a. FEight Wide Areas :ire required to meet the trail surveillince requirement
using the rectangular as opposed to only six when the circular Wide Areas
are used. Thus, a savings of 25 percent was realized in terms of equipment
alone.

b. High ground surrounding the triails can be hetter utilized in placing the R/1's
when the circular shape Wide Areas are used.

¢. Sensor arravs can be more optimally spread out along the trails using the
circular Wide Areas, This leads to a better threat tracking with fever
Wide Areas,

The circular Wide Area concept is also better suited for handling fence arravs., The
reason for this is that there will be much less restriction on the possible fence
configurations which can be used, i.e., the fence arravs can be spread out more to
cover the most probable entrv routes into a suspected launch area.

Therefore, it is recommended that a Wide Area is defined as that area which
surrounds the R/I within a radius of 1000 meters. It should be noted, however, that
this does not require that all Wide Areas are of this size. The definition is only
intended to set a logical upper hound on =size and shape.

4.2.7 (C) Selection of Wide Areas

4.2.7.1 (U) General

A map exercise was conducted to gain a better insight into the selection process
of Wide Areas to protect an airbase. An existing air base (Pleiku, Vietnam) and its
environs were selected as representing a tvpical situation in which the BESS svstem
might be deployed. Although the air hase used in this exercise was taken from the
SEA theater, it presents a network of trails, roads, rivers and mountains similar
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b Figure 4-26 (U). Layout Using Rectangular Shape Wide Areas (U)
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Figure 4-27 (U). Layout Using Circular Shape Wide Areas (U}
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4.2.7.1 (U) (Contlnuﬂ?

in many ways to those found any place in the world. Hence, the results of the exercise,
shown in Figure 4-28, may be considered to be indicative of what the requirements of
the BESS system may be in any world-wide deployment where an omni-directional
surveillance over the environs of an air base is required,

The specific objective of the exercise was to determine:

a. Approximately how many Wide Areas are required
b. The distribution pattern of Wide Areas.

4.2,7.2 (C) Selection Criteria

Trail arrays were emplaced to detect significant enemy use of the existing trail
and road network. The following criteria were used to selcct the location of the
Wide Areas: ol

a. Acquire the intruder as soon as possible after he comes within the 24 km.
radius. (This is heavily influenced by the considerations mentioned in c and
d below.) :

b. Re-acquire the intruder at least once more before he reaches the 10 km.
radius,

¢. Make maximum use of available high ground to provide communications
to the base.

d. Provide surveillance over ""choke points" in the trail network.
e. Intensify surveillance of trails within the zone from 8 to 10 km from the base.

f. Avoid areas which come under other surveillance. (An example might be a
heavily patrolled road.)

g. Where possible, economize by selecting Wide Area locations which permit
coverage of several routes of approach.

Fence arrays were emplaced to deny the enemy the use of the most favorable
launch points or firing points. The selection of these points was based on:

! a. Range of enemy weapons -
The maximum range of enemy weapons serves to limit the area from which
an attack may be conducted. Allowances must, of course, be made for the
added range obtainable from elevated firing points.

b. Foliage and terrain

Launch points must be relatively open and free of terrain obstacles.
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Figure 4-25 «C), Fxample of WARS L




Figure 4-25 €y, Fxample of WARS Deplovment (1)
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(C) (Continued)

c.

4.2.7.%

Visibility to the base

Although it is by no means necessary, the ability to observe the base from the
vicinity of the launch point is a distinct advantage in sighting and correcting
fire.

Long axis of target

It is particularly desirable to launch from those sites where small errors in
range will not cause a complete miss of the target.

Availability of suitable cache sites, avenues of approach, and withdrawal,
Absence of other means of surveillance,

(C) Results

The

a.

results obtained from this exercise are summarized below:

A total of 91 Wide Areas were required to detect enemy personnel moving
toward the air base.

Each Wide Area contained, on the average, 4 arrays.
A total of 225 trail arrays were required.
A total of 85 launch area arrays were required.

Maximum array density was obtained within the 8-10 km zone where about
30 percent of the arrays were located.

4,2,8 (C) Information to be Conveyed by the Alarms

1.2.8.1

(C) General

Each alarm shall carry a message which, after decoding will answer the following
two questions: (1) What caused the alarm? and (2) Where did it come from ? In brief,
the information which must be conveyed by the alarm signal must consist of:

(1) address, and (2) cause, or status. The requirements of each of these are
discussed below.

4.2.8.2

(C) Address

The purpose of the address is to allow the CSC to pinpoint the location of the sensor
which emitted the alarm. The following "postal zone" concept has been devised to make
possible identification of each sensor emplaced within the 8-24 km annulus.
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4.2,.8.2.1 (C) Number of Sectoxf

The US Air Force concept for the local ground defense of air bases calls for the
establishment of sectors of defense responsibility. The number of sectors per air
base will vary from one air base to another but, in general, is expected to he between
three and five. In order to permit integration of the BESS system into this air base
defense concept, the annulus containing the sensors will be divided into from three to
five sectors. Consequently, the sector address must be able to identify one out of five
possible sectors. The sector address will be added by the LRT to avoid unnecessary
lengthening of the alarm message during the S/T-to-R ‘I alarm relaying process.

4.2.8.2.2 (C) Number of Wide Areas

Based upon the results obtained during the exercise described in Section 4.2.7, it
is postulated that the maximum number of wide areas for any one air base will not
exceed 180. If an air base is divided into three defense sectors and assuming that the
distribution of the Wide Areas within the annulus is more or less random, each sector
could contain as many as 60 Wide Areas. Consequently, the Wide Area address must
be able to identify one out of 60 possible Wide Areas. The Wide Area address will be
generated at the S/T's to aid in the identification and suppression of other near-by
Wide Area signals during the S/T-to-R/T alarm relaying process.

4.2.8.2.3 (C) Number of Arrays

Examination of Figure 4-28 reveals that conditions may be encountered where as
many as 8 arravs are located within & single wide area. Therefore, the array address
must be able to identify one out of possible | arrays. The array address will also be
generated at the S/T's.,

4.2.8.2.4 (C) Number of Sensors

As discussed in Section 1,2, 3, there will be 5 sensors employed in the trail array
and as many as R sensors in the fence arrayv. Therefore, the sensor address must be
able to identify one out of 8 possible sensors. The sensor address will, of course, be
generated at each S/T.

4,2.8.3 (C) Type of Alarm

This information is intended to convey: (1) most probable cause of the alarm,
(2) indication of the operational status of the S/T unit, and (3) whether or not the
auxiliary sensor, if one is used, is also detecting the presence of the target.

4.2.8.3.1 (C) Target Classification

At the present timethe state-of-the-art in alarm discrimination has not vet reached
the level of sophistication where the discriminator not only decides that a target is
present but also identifies the type of target. It is expected, however, that in the near
future,techniques will be developed to make target classification possible. In anticipa-
tion of this event, it is required that at least the following three different tvpes of
target classifications can be conveyed by the alarm: (1) personnel. (2) vehicles. and
(3) nuisance.
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4.2.8.3.2 (C) Status of S/T

The encoding of the alarm must be such as to provide a unique indication when the
self test of the S/T unit is successfully completed. Fajlure to receive such an alarm
will be interpreted at the CSC that the S/T unit has ceased to perform its function.

4.2.8.3.3 (C) Alarm from Auxiliary Sensor

The encoding of the alarm must also provide a unique indication for the status of
the auxiliary sensor, when one is used. Both possible conditions, auxiliary sensor is
ON and auxiliary sensor is NOT ON, must be indicated. The information as to whether
an auxiliary sensor is being used with a particular S/T unit is to be stored in the CSC
and, hence, need not be conveyed by the alarm.

4.3 (C) ALARM TRANSMISSION ANALYSIS

4.3.1 (C) Comments on Overall Approach

To convey the alarms from the S/T's to the R/1, a data link is required to transmit
the short, somewhat sporadic, digital messages, A unique facet of the BESS data link
is the fact that as much as 25 percent of the raw duata may be lost without uffecting signi-
ficantly the probability of detecting a threat. Hence, in contrast to many other types of
digital communication systems, the WARS data link does not require an extremely low
data loss rate. One can sacrifice, therefore. some data loss in exchange for simplicity
in system operation and hardware design, It should ulso be noted that ti.is data link dif -
fers from many other links in that the messuage lengths are extremely short thus re-
quiring frequent synchronization,

There are various methods of organizing a communication system which can
involve a variety of multiplexing and/or modulation methods. However, the most basic
resource with which we are dealing in making an appropriate choice of communication
system is that of frequency spectrum or channel allocation. After a considerable study
and consultation with RADC, a decision was made to use a channel width of 60 kHz.
With this decision made, the next most important thing is to use this channel in a most
efficient manner so as to require as few of these channels as possible. One could
envision, for example, taking a single 60 kHz channel and subdividing it into a number
of subbands, each of which is devoted either to, say, individual arrays or perhaps to
a single Wide Area. However, such approach would entail the use of filters to provide
guardbands and may, therefore, be discarded as inefficient utilization of bandwidth.

In fact, it can be shown that the most efficient way to use a single 60 kHz band is to
design the communication signal to occupy as much of the available bandwidth as
possible without causing unwanted spillover or cross-talk (interference) in either
adjacent channel. Signals that make efficient use of available bandwidth (without
employing some form or orthogonal coding, i.e., pseudo-random sequences to
minimize mutual interference) are those with minimum time-bandwidth (TW) products.
This fact suggests a burst-type rf signal with direct modulation by the baseband digital
signal. Use of any subcarrier, or tones, in the modulation process will yield a signal
with non-minimal TW product and, hence, will tend to make inefficient use of the
available spectrum.
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4.3.1 (C) (Continued)

The minimum number of frequency channels that the data link requires is two: one
for the S/T to R/R links; and the other for the R/R to R/I link. Hence, the simplest
wide-open baseline communications system that one can devise is a two frequency
channel system with all the S/T to R/R links sharing one channel and all R/R to R/1
links sharing the other channel. The principal possible drawback to such a wide~-open
system is the potential interference of one transmission from other simultaneously
occurring transmissions. Before this can be evaluated, it is necessary to determine
first how many transmitters operating on the same frequency wili be within the recep-
tion range of each other. But before this can be determined, we need to analvze the
expected propagation losses between the S/T's to R/R's and then from the R/R's to
R/I's. This is covered in the next section.

4. 3.

(S

(U) Path Loss Calculations

4.3.2.1 (U) General

In order to intelligently design the system, it is essential to have an accurate
method of predicting the propagation loss between the various units which will be
located with horizontal separations of 10 to 1000 meters and where the intervening
region may vary f rom thick jungle to open flat land. It is the purpose of this section
to derive and illustrate sets of curves from which path loss can be estimated for any
diverse situation. In this sectionymks units will be used exclusively and all antenna
gains will be considered unity.

4.3.2.2 (U) Propagation Through Forests

Since much of the region where WARS svstem will be deploved is one covered with
trees of various degrees of density, the development of a propagation model for such
an environment is essential. At short distances, the propagation loss in db has been
found to be (Ref. 1) directly proportional to antenna separation. This implies an
exponential loss mechanism and suggests that the primary mode of propagation is the
direct through-the-forest mode. As the distance increases, a gradual transition to
the so-called lateral wave mode occurs, until eventually the direct mode energy
received is negligible compared to that of the lateral wave, While the Jansky-Bailey
(hereafter JB) empirical model is satisfactory for forested regions similar to the one
in which their measurements were made, it is felt that an extension to other density
forests is highly desiirable. The most promising model for this purpose appears to be
that of Dence and Tamier (hereafter DT) (Ref. 2). The DT model is valid only for
lateral wave propagation: however, by combining theirs and the JB empirical model,

a hybrid model will be developed which will be applicable to all distances and forest
densities of interest.

4.3.2.2.1 (U) Dence-Tamir Lateral Wave Model

JB and several other investigators have found strong evidencc for lateral wave
propagation when the antenna separation exceeds about 200 meters. DT reason that
such propagation can be simulated by treating the forest as a lossv dielectric slab
extending an effective height above a semi-infinite earth with different lossv dielectric
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4.3.2.2.1 (U) (Continued)

properties. Figure 4-29 shows this model. This total loss for propagation between
points T and R is shown to be divisible into four distinct contributions:

L =L L L + L (6)

The loss Lo is simply the loss from A to B in Figure 4-29:

L - 201 59202 o g1 (LY 7
o V1% 3T Ny - ‘(To) (D
“
where n, ‘/ -j6uu o, AO is the index of refraction of the forest
0o
p horizontal separation between antennas

A o free-space wavelength

LS is the loss due to propagation in the forest layver,

2n / 2 . )
LS - 8,686 To Im n - )| 2h - 2 -z (8)

The meaning of the symbols h, Zy and z  are shown in Figure 4-29,

H
' Bt s
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L
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Figure 4-29 (U). Lateral Wave Propagation Model, Dence-Tamir (U)
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4,3.2.2.1 (U) (Continued)

While L. and L_ are independent of how far below the forest-air interface the

forest extends, it is ogvious that the presence of the relatively lossy ground half-space
should incur additional losses if the antennas are reasonably close to it. L. is an
interference loss due to the fact that there are numerous paths for energy tb follow in
going from T to R within a dielectric slab of finite thickness. It is given by

Li = Lz - Lz 9)
where
| L =2jk,z |
1-Te L
Sy s o
Lite) = -20log,, ~=Z7k R
l1-.e L
5 £, s *
n; L 1y - njmn, - 1)
. o= =%, for vertical polarization,
2 2 G L :
n, (nl - h nlm2 - 1
and ‘
2 22
l\l T n, - 1
(o]
For frequencies from 50 MHz to 200 MHz, L. - i db for vertical polarization and

for antenna heights of 1 meter or more. At 0.4 meter a sample calculation for thick
forest resulted in a loss, l.i -1.43 db,

The loss, [.r . termed the antenna resistance loss, is due to the change in
antenna impedance caused by the proximity of the conducting ground. It is given by

Lr Lr(zt) + l'r(zr) (10)
where
|

L (2) 10 log L

r R

0
R(7) resistance for an antenna in the forest at height =z
RO = resistance for an antenna in free space.
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4.3.2.2.1 (U) (Continued)

The ratio R(z)/ Ro is tabuiated by Vogler and Noble (Ref. 3) for infinitesimal
dipoles.

In order to encompass all reasonable forest types, DT treat three forest thickness
types whose characteristics are defined in Table 4-2.

Table 4-2 (U). Forest Type Characteristics (U)

T
THIN } MEDIUM THICK
Effective Forest Height (in) 5 10 20
€/ 1.03 1.1 ' 1.3
Forest
o, mhos/m 0.03 0.1 0.3
€,/ % 5 20 50
Ground - |
O ., mhos/m 1 10 ' 100 |
2
L : R - . ]

The medium forest was chosen to be similar to those measured by JB (1966) and
Parker and Makarabhiromya(1967), and the other values were expected to cover the
range of types that might reasonably be ¢ncountered.

Since L is appreciably only at antenna heights of less than a meter, the curves of
Lt’ versus afitenna height for the various forest types, shown in Figure 4-30 are useful
as a correction, should one or both antenna heights fall in this range,

L,. being small under all conditions ot concern here (¢1. 5 dB) has been neglected
in this analysis. The expression for the remaining loss terms are, at 140 MHz:

9
L = 15.17 + 20 Iogm n‘l' -1 4010gmp a1

[ 2
= 2 - 3 - )
Ls 25.4 [lm ( n1 ] ] (2h zt zr\ . (12)
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Figure 4-30 (), Ground Proximity Loss for Infinitesimal Dipole (U}

4.3.2.2,2 (U) Jansky and Bailey Model

From their reams of data taken 1in an actual forest, JB were able to construct an
empirical model which agreed fairly well with the average measurements for ranges
from 8m to 1069m. At 140 MHz with antenna at ~ 3. 96m and 1. K3m the loss predicted
by this model can be expressed as

603
= e i S —
I‘,”; 15. 36 20 Ingln

o (_-n,o-m..'ig C 0814 (13)
p p |

For large disitances, p » 200 m, the first term in the brackets is aegligible so that at
140 MHz

['JB!plarge 17.16 - 40 logmp (14)

At small distances, p< 80 m, the second term in the brackets is negligible and we have

L.I'B’psmall 19.06 - 20 logwp + 0,4015p (15)
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4.3.2.2.3 (U) Hybrid Model

A hybrid model based on both the JB and DT models was developed next in order
to obtain loss prediction for all antenna separations up to several kilometers (JB model)
and for various forest types (DT model). An outline of the development of this model

follows.

At antenna separations of at least 200 meters both the DT and JB models are valid,

and fortunately, both indicate losses which vary as 40 log of for this region. If we
indicate the forest thickness for the JB model by a ''j" theln the DT model expression

for the loes is from Eqgs. (11) and (12).

- 2 q
ij‘ = 15.17 + 20 logw,nj 1+ 40 logwo
(16)
(2 5 .
+ 25.4 [Im ,/n’ -1 (2hj -z - z,)
The same loss from the JB model is given by Eq. (14).
Since these must be equal,. we cun see that
D 9
1.99 - 20 log,, 'nf -1+ 254 [Im ./n‘j' - 1] (2hy = 7 - 2,) an
Or if we define
20 log w2 - 1= cC,, 25.4 "Im n> - 1 D
TR TS U T |
and
2hj - zt - zr :Sj'
then
C, + DS =199 (18)
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4.3.2.2,3 (U) (Continued)

For the medium and thick forests with antenna heights equal to those used by JB, we
can calculate Cm' Ct' Dm' Dt and Sm . St using the parameters of Table 4-2,

and can then form the following table of equations:

Table 4-3 (U) Parameters for Various Forest Densitieg (U)

C & (D) x (S)
Medium -19.3 + (.534) (14.21) = -11.71
= C, D. S = 1.99
e j ' j j
Thick -10.4 + (. 894) (34.21) = 20.2

Assuming a linear interpolation for the JB forest between the medium and the thick
forests of DT, we find that

D

0.689
J

and

S 22,69

J
From this, the effective height of the JB forest can be found as

hj = 14,24 m

Now the loss Ls = DS is that due to the propagation of the lateral wave through the
layer of foliage = so that the coefficient D is proportional to the loss rate for the
various forest types. In particular, we have:

Dthin Dmed Dj Dthick
.285 . 534 . 689 . 894
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4.3.2.2.3 (U) (Continued)

At short distances the JB model, Eq. (15), also contains a term which represents the
loss due to propagation through the foliage.

Lj = 19.06 + 20 logp + 3j; (19)
where

a. = .4015

Since both a. and D. represent rates of through-the-foliage loss for the same foliage
density, the_\J are probortional and the constant of proportionality is

assuming the same constant for the other forest types we have

» ('. s
% hin K Dipin » 4648
Qmed k D — + 3115
_ —
%hick ~ * Pthick - %213

Using Eq. (10) to correct for antenna heights, Figure 4-31 is a set of curves using
Eq. (15) at short antenna separations (<80 m) with smooth curves drawn to the
corresponding straight-line curves from Eqgs. (11), (12), and (14) at large antenna
separations. The curve labeled JB has the same shape as the empirically determined
curve from Jansky-Bailey even through the transition region.

All curves were corrected to 1 meter antennas because this is a good reference
height and ground effects are not appreciable. The amounts of correction in going from
6 ft. and 13 ft. antennas to one meter antennas are, in order of increasing forest
thickness, 1.07 db, 2.02 db, 2.61 db, and 3. 39 db respectively.

To assess the effect of frequency changes on the path loss, a second set of curves,
Figure 4-32, was generated for 165 MHz. It was found that this much frequency shift
increased the losses for each of the four forest types by at most 1.5 to 3 db with
smaller changes occurring at the shorter ranges.
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Figure 4-31. (U) Propagation Loss at 140 MHz Over Flat Forested
Terrain (Vertical Polarization) (U)

4.3.2.2.4 (U) Confidence and Expected Deviation

JB have made measurements of the propagation loss as the antennas are moved
cautiously farther apart. They found two modes of fluctuations. First they observed
violent changes in path loss over very small separation changes which is presumed due
to multipath constructive and destructive interferences. A second more gradual fluc-
tuaticn about the mean path loss with distance is attributed to forest and terrain irreg-
ularities, The latter is discussed in Paragraph 4. 3. 2. 3. 2 for unforested terrain,

JB compile statistical information on the more rapid fluctuations. They show a
peak to mean ratio distribution which is of the Rayleigh type and which has a median
value of 6.7 dB for vertical polarization at 140 MHz. It is a fair question to ask what
the deviation statistics are for the above causes acting together as well as separately.
Figure 4-33 supplies these answers. It is based on the following development.

The rough terrain model after Egli has deviations from the mean which are nor-
mally distributed about it with a standard deviation of 8.73 dB. This is perhaps a
somewhat conservative figure for our case since it assumes hills of 152 meters heights.
Such irregularities in a separation of 1 km or less would rarely be encountered.
Deviation probabilities due to such terrain irregularities alone are shown by the appro-
priately labeled curve of Figure 4-33.
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Figure 4-32. (U) Propagation Loss at 165 MHz Over Flat
Terrain (Vertical Polarization) (U)

4.3.2.2.4 (U) (Continued)

If we assume that the multipath deviations are sinusoidal in nature, then the total
deviation, D, is given by

D=R+ MC
where
D, R, M, and C are random variables

R = deviation due to rough terrain only
M - envelope magnitude of deviation due to multipath

Cos 6, determines the shape of the multipath deviation curve assumed uni-
formly distributed.

C

The probability that the total path loss will not exceed the mean path loss by more than
Do dB is then given by:
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4.3.2.2,4 (U) (Continued)

s 1 =1, .M 1 Dpmc?
P(DsSD) = -% = | —2 Ty T2 o cDcMdD
° oYE & s a0 1-c2
where

s = standard deviation due to rough terrain = 8,73

¥y = Rayleigh parameter = 64.8

This is represented by the line labeled ""combined" in Figure 4-33. The third line of
Figure 4-33 labeled "multipath only" shows the deviation statistics caused by multipath
alone under the assumption of a sinusoidal shape. Judging from JB continuous measure -
ments with separation increase this is a good assumption. Although these statistics

are based on data taken in the JB-type forest, it is expected that they would apply with
only minor modifications to other forest types as well,

In those few cases, 1n which the mean loss curves are significantly exceeded,
measures are available for reducing the loss, For instance, the JB data shows that the
90% confidence peak-null separation changes due to multipath effects is only about 1.1
meter at 140 MHz. This means that on the average, if the multipath loss is causing a
6.7 dB loss in excess of the mean, a 13, 4 dB improvement can be obtained by moving
one antenna a short distance to the minimum loss point. In addition, as discussed in
other sections, the raising of the antennas or the reduction of the antenna separation
can produce very significant reductions in path loss.

4.3.2.2,5 (U) Effect of Antenna Height Above Forest Floor

Figure 4-34 shows the effect of antenna heights greater than one meter on the path
loss. The solid lines represent the height gains for the four types of forest according
to the DT theory, Eg. (12). As would be expected. the correction is greater for the
thicker forests and increases linearly up to the point at which the antenna penetrates
the top of the effective forest height. Although not shown in the figures, one would
expect the correction to continue to increase above this, but at a reduced rate. Even-
tually, a turnover would occur with corrections becoming smaller as the vertical dis-
tance between antennas becomes larger with respect to their horizontal separation,

The hatched and dotted lines in Figure 4-34 represent average height corrections
measured by JB for two ranges of antenna separations. The most notable feature of
these curves is the discrepancy between them and the DT curves for small heights,
1-6 m. This is easily explained by the fact that as an antenna is raised a little above
a meter, it doesn:t really begin to penetrate into the dense foliage region for the first
several meters. Thus, the height gain foes not really increase much until a height of
5-7 meters is reached. Since the DT model assumes a homogeneous forest layer. no
such practical effect would be expected.

No good explanation of the short and long distance loss correction differences is

available. Certainly there is no obvious reason for such a sharp transition region from
1600 to 3200 meters, now is it clear why height gain should be a function of horizontal
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Figure 4-34. (U) Antenna Height Correction Curves (U)

4.3.2,2.5 (U) (Continued)

antenna separation at all four separations greater than 300 meters where the lateral
wave is predominant. However, a possible explanation could be terrain masking.

4.3.2.3 (U) Propagation Over Unforested Terrain

4.3.2.3.1 (U) Flat Terrain

The propagation loss for antennas at heights z

and z above a flat conducting earth
! is given (Ref. 4) as

t

L = 40 logwo -20 log10 z 2, (20)
This formula assumes that the antennas are isotropic. that the ray path is near grazing, ;
and that the antennas are located at least a wavelength above the surface. Figure 4-35

is a plot of Eq. (20) for various geometric mean path heights and path lengths. The
minimum loss is bound by the free-space loss which is given at 140 MHz for isotropic
antennas by the formula:

Lfs = 15.36 + 20 logwc (21)

4.3.2.3.2 (U) Rough Terrain

A model for rough terrain attributed to Egli by JB is given for 140 MHz by:

LE = 10,6 + 40 logwo -20 logw @ . z) (22)
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F; 4.3.2.3.2 (U) (Continued)

Note that this is the same as Eq. (20) except for an additional constant loss of 10,6 dB.
JB found that the following model fit their data somewhat better.

L = 0.23+ 40 Iogwo - 0.656 (zt rz) (23)

However, it is meant only for antenna separations of more than 3.2 km and also for
forested rough terrains. For the purposes of path loss estimation, it appears that the

¥ best we can do is to add some additional loss constant %0 the curves of Figure 4-34
- such as the 10.6 dB recommended by Egli. The good judgment of the designer will have
to be used here taking into account that the expected standard deviation from the Egli
model prediction is 8. 1 dB with a 90 perceant confidence range of 10, 53 dB.

Figure 4-36 is meant to aid the designer in this regard. It indicates conversjon
curves which allow the determination of a geometric mean antenna height from the
average path height and the height of one of the antennas. This is useful where an
estimate of average path height is available and also the height of the antenna which is
on relatively flat ground. It gives the effective geometries mean antenna height required
for the use of Figure 4-35 to obtain a loss figure,

L -
1= - *
- i
L}
A i WOMETRIL MEAS, PATH - 1 (] " 0
3 s EGHT METER e
53
B
a i) - 4 4
- 8 - #* * - - & * - +
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FREE SPACE LOSS
— 4
e + + *I -
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PATH ([8%(TH  meters

Figure 4-35. (U) Electromagnetic Propagation Loss at 140 MHz .
over a Flat Earth (U) 4

4.3.2.3.3 (U) Hilly Terrain

Figure 4-37 shows a curve based on empirically determined loss corrections for
situations in which one of the antennas is in a terrain shadow., This information (Ref. 4)

sasada e
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4.3.2.3.3 (U) (Continued)

gives the number of decibels of additional loss 10 be expected as a function of the dis- .
tance to the line-of-sight path from the shadowed antenna over the loss for the line-of-
sight case at the same distance. It also shows the 90 percent confidence losses. .

4.3.3 (C) Transmitter and Receiver Interference Analysis

4.3.3.1 (C) Maximum Reception Range

In order to estimate the number of S, T's which might be within the reception range
of an R/R, we first need to determine the maximum distance at which the signal radiated
by an S/T might have adequate field strength to be picked up by an R/R. This distance
can be estimated in the following munner.

When an S/T is deployed in thick foliage, its transmitter power will be set to maxi-
mum to assure the required S/ N at its associated R 'R, But rarely, if ever, will a
forest be encountered which is homogeneous. Theretore, if one plotted a constant field
strength contour for an 8/ T emplaced in forest, it is expected o look much like the one
shown in Figure 4-38 (Ref. 5). Thus in those sectors where the tree density is lower,
the same field strength will be maintained out to much larger distances than in those
where the tree density is high, An estimate as to what this distance might be can be
obtained by examining Figure 4-32, There we see that an S, T set to provide adequate
field strength over a path of 200 meters through the JB type of torest may provide the
same field strength out to a point 1200 meters away through thin forest,

This leads to the conclusion that all those S, T's which are located within approxi- Y
mately 1200 meters from an R R may fall within the reception range of an R/R. Cer-
tainly, this is an upper bound because: (1) some of those S, T's will be set to radiate
less power, and (2) as Figure 4-35 shows the constant field strength contour is far '
from being omnidirectional,

By follov/ing the same approach, one can also determine the radius for the reception
range circle of an R/I. Again, with the aid of Figure 4-32. one can sce that an R/R set
to provide adequate field strength over a 1000 meter path through the JB type of forest
may provide the same field strength out to a point 6000 meters away through thin forest,
Therefore, as an upper bound, all R R's which are located within approximately 6000
meters from an R,/ I may be considered to fall within the reception range of an R/1.

4,3.3.2 (C) Number of 8§, T's and R R's Capable of Interference

With the circles of reception ranges determined above, it is not the task to esti-
mate the number of S, T:s and R/R's which may be located within these circles.

Basically, two approaches are available, One would arrive at the estimate by first
calculating how many non-overlapping Wide Areas, or portions thereof, fit into the two
circles and then decide on the number of S T's and R/R's which might be located within
these areas. The other approach would make use of the results which were shown in
Figure 4-28 and simply count the maximum number of S/T's and R/R's deployed within
the 1200 and 6000 meter circles drawn around any R/R and R/I. respectively.
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4.3.3.2 (C) (Continued)

By using the theoretical approach, it was determined that the muximum number of
S/ T's that may be located within the reception range of an R, R can be as high as 50,
while the corresponding number of R R's located within the reception range of an R
can be as high as 150,

Since in a real-world situation it is high unlikely that wide arcas will be packed
next to each other over an area &s large as 6000-meter-radius circle, the above numbers
were considered to be unrealistic.  Therefore, Figure 4-28 was carefully examined in
the search for more meaningful numbers, From this exercise, it was found that the
maximum number of S T's located within a 12004meter-radius circle is about 30, while
the largest number of R, R's which were found situated within a4 6000-meter-radius
circle was found to be about 40, After some further examination of Figure 4-28, it was
concluded that 30 is indeed a reasonable estimate of the maximum number of S/T's.
With regard to the R,/ R's, it was decided that Figure 4-28 may not represent all pos-
sible conditions, and that there is a possibility that the maximum number of R/R's
could be somewhat higher than 40, For this reason, the estimate for the maximum
number of R,/ R's that may be located within the reception range of an R, 1 was projected
to be 50,

4.3.3.3 (C) Simultaneously Activated S T's and R R's

Now that an estimate has been obtained on the maximuni number of §/T's and R/ R's
which are capable of causing interference, it is important to get an assessment on what
the activity of these units will be.

To do this, let us review the possible 1easons why an S/ T or an R/R may be on air.
For an S/T, the reasons are as follows:
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4.3.3.3 (C) (Continued)

a, False alarms

b. Target caused alarms

¢. Friendly troop caused alarms

d. Iadigenous people caused alarms

e. Animal caused alarms,

For an R/ R, the reasons are as tfollows:

a. Receipt and address authentication of an alarm sent by an S, T

b. Receiver generated alarm causced by other equipment malfunction or a etray
in-band signal,

Let us examine each of these separately,

False alarms will occur randomly with a mean rate which will depend on the type of
sensor used, but under no conditions shall exceed 1 alarm in 40 seconds.  This holds
for all S/T's in the absence of an intrusion. Thus, if there are 30 §/T's located within
the reception range of an R, R, there may be as many as 30 alarms received hy the R/R
in a 40 second interval, This is equivalent to 3 of the S T's sensing intrusions. It is
important to recogmize though that a maximum of only 5 of these 30 alarms will cause
the R/R to turn on; the rest of them will be rejected on the basis of having an improper
array address,

To estimate the number of S T's which may be on simultancously as a result of
intrusions, the example will be used where the group consists of 20 men spaced an
average of 5 feet apart and moving with about 0.6 m, scc velocity,  Figure 4-22 in
Section 4. 2. 4 showed that for this type of intrusion no more than 3 out of the 5 sensors
will be on at the same time. Consequently, if the 30 S/ T's are considered to make up
6 arrays and only one array is being intruded then the totai number of §/T's which will
be active can be shown to be 5. 7. If two arrayvs are simultaneously intruded by two dif -
ferent 20-men groups, the maximum number of active S/T's will be 8. 4 and so on,
Figure 4-39 shows the results of these computations for two different false alarm rates.
This again is an upper bound since for all other cases where the intruders are animals
or composed of a smaller group of people, the number of simultaneously active S/T's
will be smaller than those shown in Figure 4-39.

We shall now examine the maximum number of S/ T's which may be competing for
the same R/I via the 50 R R's,

To start with, we shall recognize that although there may be as many as 30 S/T's
within the reception range of an R/R, the latter will retransmit only the signals asso-
ciated with its own ariay because of the built-in address authentication feature, Thus
we are talking of a maximum of 250 §/T's that may be controlling the activity of the
R/R's located within the reception range of an R/I. We may now follow the same
approach as before and. for example, determine that in the absence of any intrusion,
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4.3.3.3 (C) (Continued)

the false alarm activity alone will be equivalent to 25 of the 250 S/T's being intruded.
If one array is actually being intruded, the number of S/T's trying to reach an R/I via
their R/R's goes up to 27.7, and so on.

Figure 4-4° - v8 the results of these computations for two different false alarm
rates,

R/R-and R/I receiver-generated alarms are expected to be very few, if any, and
therefore, these are considered as negligible in causing interference.

The data loss which results from the inteference of the simultaneously active S/ T's
and R/R's is analyzed and calculated in Section 4.3, 8.
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Figure 4-39. (C) Number of S/T's Competing for an R/R (U)

4.3.4 (C) Modulation and Bandwidth

There are a number of possible digital data systems (References 6, 7, and 8) that
could be chosen to transmit and receive the sensor messages. However, to minimize
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i 4.3.4 (C) (Continued)

the effects of signal strength fluctuations and noise, the only systems that were con-
sidered were those which employ frequency or phase modulation techniques. Thus, the
evaluation was limited to: (1) coherent phase-shift-keying (PSK), (2) differentially co-
herent PSK (DPSK), (3) coherent frequency-shift-keying (FSK), and (4) incoherent FSK,
and (5) binary FM. The relative merits of these modulation techniques are compared
below on the basis of: (1) what signal-to-noise ratio is required for a fixed bit error

i rate, and (2) what bandwidth is required to handle fixed bit rate.

4.3.4.1 (C) Required S/N for a Fixed Bit Error Rate

For this exercise, the required bit error rate for the communication system will be
taken as 10~3, The detector input signal-to-noise energy ratio required to meet this bit
error probability is read from the curve shown in Figure 4-40 and tabulated in Table
4-4. These curves assume common binary No-Reutrn-to-Zero (NRZ) signaling, opti-
mum decoding and bit timing synchronization,
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Figure 4-40, (C) Error Rates for Several Binary Systems 1
(References 6 and 14) (U)

The system requiring the lowest energy ratio of 6. 8 dB is coherent PSK and the {
one requiring the highest of 11, 0 dB is incoherent FSK, using bandpass filter detection.
Binary FM and DPSK need 9. 0 dB and 8. 0 dB, respectively.

Although superior in performance, coherent PSK is not considered practical for
the WARS application becuase of the necessity of maintain a reference carrier in
the receiver which is phase and frequency locked to the imput signal. The same com-
ment applies to the inferior coherent FSK system. Therefore, the choice narrows |
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4.3.4.1 (C) (Continued)

down to DPSK and incoherent FSK. On the basis of performance, DPSK is 3 dB superior
to incoherent FSK, using bandpass filter detection. The curve also shows a 1 dB advan-
tage of DPSK over incoherent FSK using discriminator detection. However, the authors

of the curve (Reference 15) comment that an additional allowance of 1 dB should be taken
to compensate for the reduction in noise margin due to intersymbol interference.

4.3.4.2 (U) Bandwidth Requirement Analysis

Instability of the frequencies of the signal carrier and receiver local oscillator
affects-the bandwidths of the binary FM and incoherent FSK systems more than those of
DPSK. There are three bandwidths which are important: RF signal bandwidth - the
actual bandwidth of the transmitted RF signal; RF signal occupancy bandwidth - the total
bandwidth which the RF signal may occupy. and the receiver IF bandwidth, These band-
widths will be compared for the three systems under consideration,

Although binary FM and incoherent FSK are generated exactly alike by deviating a
VCO, the different types of detection actually affect the RF signal bandwidth and occu-
pancy in different ways. The optimal peak-to-peak deviation for binary FM, or, what
amounts to the same thing, the minimum tone frequency spacing for orthogonal signaling
(no cross-talk) is incoherent FSK is 1/T, the bit rate (the terminology differs because
of the detection method).

Because the bit length is T, and the modulating waveform is low-pass filtered at

the frequency 1/2T, the RF signal bandwidth BRF may be computed as follows:

B

RF 2(D/2 + f)

2/T

where D is the peak deviation, and fc = —21,1.— is the low=-pass filter cutoff frequency.

Now assume that the transmitter VCO and the receiver local oscillator have the
nominal 5 KHz (30 ppm) instability in the upper end of the 160 to 172 MHz band. The
effect of the VCO instability is that another 10 KHz must be allowed for the possible
occupancy of the RF signal. \then the receiver local oscillator instability is taken into
account, the total possible signal occupancy becomes 2/T + 20 KHz (see Figure 4-42).
The IF bandwidth must be at least this wide to assure that all the signal frequency com -
ponents are passed uniformly,
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Figure 4-41 (U). Number of S/T's Competing for an R/1

Table 4-4 (U). Required S/N for P_ = 10-3 (U)

Coherent PSK
DPSK

Coherent FSK
Incoherent FSK
Rinary FM

6.8 db
8.0 db
9.8 db
11.0db
9.0db
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4.3.4.2 (U) (Continued)

Now consider binary FM which employs discriminator detection of the IF signal,
and assume the bit rate 1/T to be 10 KHz. The center frequencies of the signal and
the discriminator may now differ by as much as 10 KHz. Remembering that the devi-
ation 1/T is 10 KHz, the output of the discriminator (assuming response to these fre-
quencies) is positive (or negative) at both peak frequencies, as shown in Figure 4-42.
Such a situation is undesirable from the standpoint of noise and intersymbol interference,
To avoid the filtering problems encountered with such a situation, the deviation should
be set so that the maximum instability produces a discriminator output, the extreme
(corresponding to the peak frequencies) of which have different algebraic signs. This
can be accomplished by increasing the total deviation from 10 KHz to 20 KHz. as shown
in Figure 4-43. Assuming this is done, the peak-to-peak deviation becomes 1/ T +
10 KHz. The RF signal now has a bandwidth of 2/T + 10 KHz (from Eq. (1)) and may
occupy another +5 KHz because fo the VCO instability. Consequently, the receiver IF
and the discriminator bandwidths need to be another 10 KHz larger to allow for the
local oscillator instability. Under these conditions, the RF signal occupancy is 2/T +
20 KHz, and the receiver IF and discriminator bandwidths are 2T + 30 KHz.

For incoherent FSK, the optimum detector comprises two filters of 3 dB bandwidth
7 whose center frequencies are separated by 1/T (see Figure 4-42). (This detector is
‘{matched filter.) When the original signal, having the peak frequencies separated by
1/T, has an uncertainty in the center frequency of = 10 KHz, because of the instabilities
in the VCO and local oscillator frequencies, the tone filter separation and bandwidths
must be increased to avoid intersymbol interference as shown in Figure 4-44a. Using
the example of 10 KHz bit rate, the tone frequency separation (or peak -to-peak devi-
ation) increases from 10 to 30 KHz and the filter 3 dB bandwidths from 10 to 30 MHz,
as shown in Figure i-44b, The RF signal bandwidth is now 40 KHz, the total occupancy
is 50 KHz, and the IF bandwidth 60 KHz.

The DPSK signal bandwidth is unaffected by the oscillator instabilities. The pre-
modulation filter 3 dB bandwidth is 1/ 2T and the corresponding RF bandwidth is 1/T.
The carrier instability produces a +5 KHz uncertainty in the carrier frequency, giving
a bandwidth of occupancy of 1/T + 10 KHz. To allow for the local oscillator instability,
the receiver IF bandwidth must be 1/T + 20 KHz. The reference phase is derived from
the signal waveform and is not dependent on any of the frequency instabilities. The
modulation waveform detection and integrate-and-dump (matched) filtering likewise is
independent of the carrier frequency uncertainty. Table 4-5 summarizes the bandwidth
requirements of incoherent FSK. binary FM. and DPSK as a function of bit rate.

DPSK requires the smallest signal bandwidth, signal band occupancy, and receiver
bandwidth., The reduced receiver bandwidth also implies a performance relative to inco-
herent FSK and binary FM better than that predicted by the idealized curves of Figure
4-40. As a result of the instabilities, the detection is no longer optimal because the
additional IF bandwidth needed to accommodate these instabilities passes noise in fre-
quencies where no signal components are present. The integrate-and-dump (matched)
filtering of DPSK suppresses these noise components. The tone filters of incoherent
FSK are,no longer matched to the signal, and pass noise components in non-signal
bands to the subsequent envelope detector, which is nonlinear device. This additional
noise can suppress components in the signal band and degrade detection performance.
The action of the limiter, preceding the discriminator of the binary FM detector, on
the out-of-band noise components similarly suppresses the signal components and
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